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1.0 INTRODUCTION 

The n e x t  g e n e r a t i o n  of m i l i t a r y  and  commercial a i r c r a f t  w i l l  
r e q u i r e  i n c r e a s i n g l y  high i n t e g r a t e d  c o n t r o l  systems t o  ach ieve  
t h e  d e s i r e d  l e v e l  of o p e r a t i o n a l  performance and f a u l t  t o l e r a n c e .  
T h i s  i s  p a r t i c u l a r l y  true i n  t h e  c a s e  of t a c t i c a l  f i g h t e r s  which 
have s t r i n g e n t  requi rements  of maneuvering performance and weapon 
d e l i v e r y  c a p a b i l i t i e s .  Conf igu ra t ions  w i t h  t h r u s t  v e c t o r i n g ,  f o r  
example, w i l l  i n c o r p o r a t e  h igh ly  i n t e g r a t e d  f l i g h t  and p r o p u l s i o n  
systems c o n t r o l .  Fire  c o n t r o l  systems w i l l  a l s o  be i n t e g r a t e d  
w i t h  F l i g h t  Cont ro l  Systems (FCS) .  Techno log i s t s  are now 
e x p l o r i n g  t h e  concept  of an i n t e g r a t e d  Veh ic l e  Management System 
(VMS) which would i n t e g r a t e  a l l  t h e  f l i g h t  c r i t i c a l  subsystems: 
f l i g h t  c o n t r o l ,  p ropu l s ion  c o n t r o l ,  power management and c o n t r o l ,  
and thermal  management. A t  t h e  same t i m e ,  there  w i l l  c o n t i n u e  t o  
be a c e r t a i n  degree  of i n t e g r a t i o n  and i n t e r f a c e  wi th  t h e  
a v i o n i c s  system, s u c h  a s  i n t e g r a t e d  s e n s o r s  f o r  n a v i g a t i o n  and 
f l i g h t  c o n t r o l  . T r a d i t i o n a l l y ,  each subsystem and component 
o p e r a t e  most ly  independent ly  from each o t h e r .  However advanced 
des ign  of a f l i g h t  system r e q u i r e s  s i g n i f i c a n t  i n t e r a c t i o n s  and 
d a t a  exchanges among them. Because most subsystems and components 
a r e  implemented d i g i t a l l y ,  t h e  r e q u i r e d  communication media w i l l  
be bus o r i e n t e d .  

Modern, advanced technology has  made i t  p o s s i b l e  t o  produce 
powerful mic roprocesso r s  a t  low c o s t  f e a t u r i n g  low volume, 
weight ,  and power requi rements  which  can e f f e c t i v e l y  be used f o r  
performing l o c a l ,  computat ional  i n t e n s i v e  t a s k s .  The o b j e c t i v e  is 
t o  provide  computat ional  power t a i l o r e d  t o  t h e  needs of each 
s p e c i f i c  a p p l i c a t i o n ,  and t o  co r re spond ing ly  dec rease  t h e  
computat ional  l o a d  of t h e  F l i g h t  Control  Computer ( F C C ) .  One of 
t h e s e  promising a p p l i c a t i o n s  i n c l u d e s  t h e  f a i l u r e  d e t e c t i o n  and 
i s o l a t i o n ,  t h e  reconf i g u r a t i o n  management, and t h e  c o n t r o l  of 
redundant ,  f a u l t  t o l e r a n t ,  a c t u a t i o n  systems c o n f i g u r a t i o n s .  T h i s  
new a c t u a t i o n  system concept  was demonstrated w i t h  t h e  
I n t e l l i g e n t  Redundant Actua t ion  System ( I R A S ) ,  a f l e x i b l e ,  
exper imenta l  system, w i t h  amp1 e reconf i g u r a t i o n  c a p a b i l  i t ies ,  . which  w a s  des igned ,  developed and demonstrated f o r  NASA/Ames by 
SPARTA, Inc.  (Ref.  1) . The a c t u a t i o n  system is  c o n t r o l l e d  by 
d e d i c a t e d ,  microprocessor  based, D i g i t a l  Control  Process ing  Un i t s  
(DCPU) . DCPUs perform t h e  l oca l  f u n c t i o n s -  o f :  a )  p o s i t i o n  
c o n t r o l ,  b)  f a i l u r e  - d e t e c t i o n  and i s o l a t i o n ,  and c )  
reconf  i g u r a t i o n  management. DCPUs,  i n  s implex o r  redundant 
c o n f i g u r a t i o n s ,  can be d e d i c a t e d  t o  t h e  a c t u a t i o n  system of a 
s i n g l e  c o n t r o l  a x i s ,  o r  can be sha red  among s e v e r a l  a c t u a t i o n  
systems,  i f  a r r anged  i n  mul t ip l exed  c o n f i g u r a t i o n s .  An example of 
a n  i n t e g r a t e d  F l i g h t  System c o n f i g u r a t i o n ,  i nc lud ing  a n  advanced 
a c t u a t i o n  system l i k e  I R A S ,  i s  shown i n  F ig .  1. 

Systems l i k e  I R A S  have s p e c i f i c  communication requi rements  w i t h  
t h e  FCCs  w h i c h  can be s a t i s f i e d  e i t h e r  by d e d i c a t e d  l i n k s ,  o r  by 
bus s t r u c t u r e s  which ,  i n  t u r n ,  can be d e d i c a t e d  o r  shared  w i t h  
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o t h e r  resources. The o b j e c t i v e  of t h i s  p r e l i m i n a r y  s t u d y  is t o  
ana lyze :  a )  promising b u s  c o n f i g u r a t i o n s  and p r o t o c o l s ,  and b )  
methods of expe r imen ta l ly  e v a l u a t i n g  t h e  merits and drawback of 
competing c o n f i g u r a t i o n s .  

T h i s  s t u d y  was performed f o r  NASA/Ames Research Center  under  
c o n t r a c t  No. NAS2-12081. The a u t h o r s  w i s h  t o  acknowledge t h e  
s u p p o r t ,  t e c h n i c a l  a d v i c e s  and comments of Messrs K.C. Sh ih ,  
t e c h n i c a l  moni tor ,  and N. Rediess of NASA/Ames th roughout  t h e  
d u r a t i o n  of t h i s  program. 
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2.0 BUS ARCHITECTURES 

D i s t r i b u t e d  a r c h i t e c t u r e s  c o n s i s t  of s e v e r a l  i n t e r c o n n e c t e d  
p r o c e s s o r s  execu t ing  independent ly  and asynchronously w i t h  
r e s p e c t  t o  each o t h e r s .  The p r o c e s s o r s  communicate by exchanging 
messages v i a  d a t a  busses .  The i n t e r c o n n e c t i o n  mechanisms and 
communication p r o t o c o l s  are des igned  t o  meet t h e  communication 
bandwidth, response time, d a t a  throughput  and f a u l t  t o l e r a n c e  
requirements .  Candidate  archi tectures  d i f f e r  from each o t h e r  
r e l a t i v e  t o  t h e  o v e r a l l  bus topology,  t h e  bus a c c e s s  c o n t r o l  
l o g i c ,  t h e  message t r a n s f e r  scheme and c h a r a c t e r i s t i c s ,  t h e  bus 
i n i t i a l i z a t i o n  procedures ,  t h e  c o n t r o l  of t h e  bus t r a f f i c ,  t h e  
d a t a  bus t r a n s m i s s i o n  r a t e ,  t h e  p r o v i s i o n s  f o r  f a i l u r e  d e t e c t i o n  
and r e c o n f i g u r a t i o n ,  and t h e  t i m e  s y n c h r o n i z a t i o n  mechanisms. 
These i s sues  a r e  f u r t h e r  ana lyzed  t o  de te rmine  t h e  r e l a t i v e  
merits and drawback of competing archi tectures  f o r  suppor t ing  FCS 
a p p l i c a t i o n s  i n  g e n e r a l  and t h e  communication between F C C s  and 
DCPUs i n  p a r t i c u l a r .  

2.1 Bus topologies 

The most commonly used network t o p o l o g i e s  a r e :  S t a r ,  Ring,  F u l l y  
Connected, and L inea r  B u s .  Large systems,  which i n t e r c o n n e c t  many 
t e r m i n a l s ,  o f t e n  use a combinat ion of t h o s e  b a s i c  c o n f i g u r a t i o n s ,  
which a r e  b r i e f l y  desc r ibed .  

2.1.1 Star topology. 

T h i s  c o n f i g u r a t i o n  uses a c e n t r a l  hub and a number of s a t e l l i t e  
t e r m i n a l s  (F ig .  2) . A l l  communication f u n c t i o n s ,  i n c l u d i n g  
handshaking, message convers ion ,  and t r a n s m i s s i o n  e r r o r  checking 
a r e  performed by t h e  hub. T h i s  c o n f i g u r a t i o n  is w e l l  s u i t e d  f o r  
t hose  a p p l i c a t i o n s  where  a l a r g e  amount of hardware and s o f t w a r e  
r e s o u r c e s  can be p h y s i c a l l y  c o n c e n t r a t e d  i n  a s i n g l e  l o c a t i o n  
( t h e  hub) and then  sha red  among many p e r i p h e r a l s  ( s a t e l l i t e  
t e r m i n a l s )  which  can be d i s p e r s e d  i n  a wide geographica l  a r ea .  
Telephone swi t ch ing  systems of t e n  u s e  t h i s  c o n f i g u r a t i o n .  I n  c a s e  
of FCS a p p l i c a t i o n s ,  t h e  FCCs could be conf igured  a s  hub, and 
o t h e r  p r o c e s s o r s ,  i nc lud ing  t h e  l o c a l  DCPUs,  a s  s a t e l l i t e  
t e r m i n a l s .  T h i s  c o n f i g u r a t i o n  has ,  however, t h e  impor tan t  
drawback, t h a t  a l l  communication m u s t  f low through, and t h e n  
r e q u i r e  t h e  i n t e r v e n t i o n  o f ,  t h e  FCCs.  T h i s  is h i g h l y  u n d e s i r a b l e  
i n  FCSs w h i c h  r e q u i r e  high f requency  communications among many 
p r o c e s s i n g  nodes, f o r  exchanging d a t a  which might be of l o c a l  
r e l evance  only.  An  example is t h e  communication among DCPUs,  f o r  
s i g n a l  vo t ing .  The FCC i n t e r v e n t i o n  i n  t h i s  type of 
communication, c r e a t e s  an unnecessary i n c r e a s e  of t h e  FCCs 
workload, and i t  i n c r e a s e s  t h e  communication overhead time. 
Another l i m i t a t i o n  of t h e  s t a r  c o n f i g u r a t i o n  is  t h a t  t h e  f a i l u r e  
of t h e  FCCs communication c o n t r o l  system could b r i n g  t h e  e n t i r e  
system down. For these reasons ,  t h i s  c o n f i g u r a t i o n  is not  
a p p r o p r i a t e  f o r  FCS a p p l i c a t i o n s .  

5 



2.1.2 Ring topology.  

I n  a r i n g  s t r u c t u r e  (F ig .  3 )  messages a r e  t r a n s m i t t e d  from each 
t e rmina l  t o  t h e  n e x t ,  i n  f i x e d  c lockwise  or an t i - c lockwise  
d i r e c t i o n s ,  u n t i l  t h e  f i n a l  d e s t i n a t i o n  i s  reached. Seve ra l  
messages can t r a v e l  w i t h i n  t h e  r i n g  a t  any g iven  t i m e ,  between 
d i f f e r e n t  p a i r s  of a d j a c e n t  t e rmina l s .  Each t e r m i n a l ,  however, 
can o n l y  p r o c e s s  one message a t  a t i m e ;  t h e n  a t r a n s m i s s i o n  
which r e q u i r e s  a c c e s s  t o  a busy t e rmina l ,  is momentarily he ld  and 
s t o r e d  u n t i l  t h a t  t e rmina l  becomes a v a i l a b l e .  The d e s i g n  of t h e  
r i n g  s t ruc tu re  and of t h e  bus p ro toco l  m u s t  t a k e  i n t o  account  t h e  
f a u l t  t o l e r a n c e  requi rements  of FCS. S p e c i f i c a l l y  t h e  l o s s  of a l l  
communications p a t h s  m u s t  be prevented  a s  a r e s u l t  of a s i n g l e  
f a i l u r e  of t h e  r i n g  s t ructure .  T h i s  can be accomplished by 
a l lowing  messages t o  flow i n  e i ther  d i r e c t i o n s  (c lockwise  and 
counter-clockwise)  , or by b u i l d i n g  redundant  r i n g s ,  or by a 
combinat ion of t h e  above methods. 

2.1.3 F u l l y  Connected topology.  

T h i s  topology p r o v i d e s  d i r e c t  connec t ion  between every  p a i r  of 
t e r m i n a l s  (F ig .  4 ) .  I t  can be v e r y  e f f e c t i v e  i n  case of a smal l  
number of t e r m i n a l s ,  b u t  a s  t h e  number of t e r m i n a l s  i n c r e a s e s ,  
t h e  complexi ty  of t h e  hardware grows r a p i d l y .  Adding o r  d e l e t i n g  
t e r m i n a l s  r e q u i r e s  complex m o d i f i c a t i o n s  of t h e  c u r r e n t  
c o n f i g u r a t i o n .  T h i s  topology can provide  f a s t  d a t a  t r ansmiss ion  
r a t e s  and small l a t e n c y  times; it is  h i g h l y  f a u l t  t o l e r a n t  due t o  
t h e  many a v a i l a b l e  a1 t e r n a t e  communication p a t h s  between each 
p a i r  of t e r m i n a l s .  I t  is e s p e c i a l l y  well s u i t e d  f o r  l o c a l ,  
c r i t i c a l  computer networks w i t h  v e r y  high throughput  
requi rements .  The hardware complexity of t h e  t e r m i n a l s  and t h e  
l a r g e  number of i n t e r c o n n e c t i n g  c a b l e s ,  however, m a k e s  it v e r y  
d i f f i c u l t  t o  i n s t a l l ,  modify and ma in ta in  s u c h  systems i n  an  
a i r c r a f t  environment.  For t h i s  reason t h i s  c o n f i g u r a t i o n  i s  not  
s u i t e d  f o r  FCS a p p l i c a t i o n s .  

2.1.4 L inea r  topology.  

L inea r  t o p o l o g i e s  provide  t h e  s implest  i n t e r c o n n e c t i o n s  f o r  
m u l t i p l e  p r o c e s s o r s  and have c h a r a c t e r i s t i c s  which make them w e l l  
s u i t e d  f o r  FCS a p p l i c a t i o n s  (F ig .  5 ) .  Two examples of l i nea r  
a r c h i t e c t u r e s  f o r  advanced i n t e g r a t e d  a v i o n i c s  systems of 
m i l i t a r y  a i r c r a f t  a r e  shown i n  Fig.  6. S i g n i f i c a n t  advantages  of 
t h e s e  t o p o l o g i e s  a r e :  a )  t h e y  can e a s i l y  be modif ied by adding or 
d e l e t i n g  t e r m i n a l s ,  b)  t hey  can be s t r u c t u r e d  i n  f a u l t  t o l e r a n t  
c o n f i g u r a t i o n s ,  and c )  t h e  suppor t ing  so f tware  and hardware 
t e c h n o l o g i e s  a r e  w e l l  developed. Linear  t o p o l o g i e s  a re  ve ry  w e l l  
s u i t e d  for c a r r y i n g  t h e  communications between F C C s  and DCPUs by 
us ing  e i t h e r  d e d i c a t e d  Ac tua t ion  Control  B u s  (ACB) a r c h i t e c t u r e s  
or connect ing  t h e  D C P U s  t o  e x i s t i n g  FCS B u s  systems. The 
advantage of u s ing  a ded ica t ed  ACB is t h a t  t h e  r e s u l t a n t  
h i e r a r c h i c a l  a r c h i t e c t u r e  (F ig .  6) prov ides  f o r  f u n c t i o n a l  
independence, f a u l t  confinement,  h i g h  throughput  and low l a t e n c y .  
The d i sadvan tage  i s  t h e  a d d i t i o n a l  hardware which  is  r e q u i r e d  t o  

6 



implement t h i s  c o n f i g u r a t i o n .  I f  an  e x i s t i n g  FCS b u s  is u t i l i z e d ,  
t h e  r e s u l t a n t  a r c h i t e c t u r e  i s  s i n g l e  l e v e l ,  i n s t e a d  of  
h i e r a r c h i c a l ,  and t h e  d a t a  throughput  and l a t e n c y  t i m e  are  
a f f e c t e d  by t h e  demand of a l l  t h e  o t h e r  p r o c e s s o r s  s h a r i n g  t h e  
same b u s .  

2.2 Bus control 

Control  of t h e  access t o  a bus and of t h e  in fo rma t ion  flow 
through it ,  is performed by b u s  c o n t r o l l e r s .  B u s  c o n t r o l  
c o n f i g u r a t i o n s  can be c e n t r a l i z e d  o r  autonomous. 

I n  c e n t r a l i z e d  c o n f i g u r a t i o n s  a s i n g l e  b u s  c o n t r o l l e r  is a c t i v e  
a t  any g iven  t i m e .  An  independent  bus monitor con t inuous ly  tests 
t h e  s t a t e  of t h e  b u s  c o n t r o l l e r  and t r a n s f e r s  c o n t r o l  t o  o t h e r  
t e r m i n a l s  i n  c a s e  of detected fa i lures .  All communication, between 
t h e  b u s  c o n t r o l l e r  and o t h e r  t e r m i n a l s ,  o r  among terminals,  can 
only  be i n i t i a t e d  by t h e  b u s  c o n t r o l l e r s .  For t h i s  reason  
communication among t e r m i n a l s  r e q u i r e  more t i m e  than  
communication between bus c o n t r o l l e r  and t e rmina l .  The MIL-STD- 
1553B is an  example of a h igh ly  s t r u c t u r e d ,  c e n t r a l i z e d  b u s  
c o n t r o l l e r .  I n  FCS a p p l i c a t i o n s  bus  c o n t r o l l e r s  t y p i c a l l y  r e s i d e  
i n  t h e  FCCs.  

I n  autonomous c o n f i g u r a t i o n s  each t e rmina l  is a l so  a b u s  
c o n t r o l l e r ,  and t h e r e f o r e  d i rec t  communications can be made among 
a l l  t e r m i n a l s  which reduces t h e  r e q u i r e d  t r a n s m i s s i o n  t i m e .  The 
c h a l l e n g e ,  i n  t h i s  ca se ,  i s  t o  avoid  more t h a n  one t e rmina l  a t  
a time t o  g a i n  c o n t r o l  of t h e  b u s ,  and t h e  p o s s i b l e  c o l l i s i o n  
of d i f f e r e n t  messages. S e v e r a l  mechanisms have been developed t o  
e l i m i n a t e  t h i s  problem; t h e  most commonly used a r e :  

2.2.1 Token pass ing .  

T h i s  is a c o n t r o l  method of C o l l i s i o n  Avoidance (CA)  i n  which a 
" f r e e  token" ,  a u t h o r i z i n g  use of t h e  bus  is passed i n  a l o g i c a l  
r i n g  from one user t o  ano the r .  A t e r m i n a l  can  g a i n  access of the 
bus  only  when i n  posses s ion  of t h e  token. Token p a s s i n g  p r o t o c o l s  
a re  ve ry  a t t r a c t i v e  because of t h e  v e r s a t i l e  s t ruc tu re  of 
t e rmina l  p r i o r i t y  schemes and of token posses s ion  t i m e  which can 
be b u i l t  t o  s a t i s f y  a broad a r e a  of a p p l i c a t i o n s .  Access t o  t h e  
t o k e n  can be provided acco rd ing  t o  d e t e r m i n i s t i c  or p r o b a b i l i s t i c  
l o g i c .  Terminals  can be a s s igned  d i f f e r e n t  l e v e l s  of p r i o r i t y ,  
s t a t i c a l l y  o r  dynamical ly ,  which a f f e c t s  t h e  r e l a t i v e  f requency  
and  d u r a t i o n  of t h e  p e r i o d s  of Token c o n t r o l .  Token pass ing  
p r o t o c o l s  a r e  a l s o  a t t r a c t i v e  because new t e r m i n a l s  can e a s i l y  be 
added, w i t h  no m o d i f i c a t i o n  t o  t h e  e x i s t i n g  s t ructure .  T h i s  bus 
c o n t r o l  method, suppor ted  by a de t e rmin i s t i c  c o n t r o l  l o g i c  f o r  
token pass ing ,  is w e l l  s u i t e d  f o r  FCS a p p l i c a t i o n s  because of t h e  
s t r u c t u r e d  and r e p e t i t i v e  n a t u r e  of t h e  i n t e r p r o c e s s o r  
communications which c o n s i s t ,  p r i m a r i l y ,  of messages of 
p rede f ined  l e n g t h  t o  be t r a n s m i t t e d  a t  p rede f ined  i n t e r v a l s .  
Conversely,  a p r o b a b i l i s t i c  l o g i c  f o r  token pass ing  is n o t  
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a p p r o p r i a t e  because i t  can not  gua ran tee  t h e  complet ion of t i m e  
c r i t i c a l  message exchanges w i t h i n  p r e c i s e l y  a l l o c a t e d  t i m e  s l o t s .  

2.2.2 C a r r i e r  Sense M u l t i p l e  Access w i t h  C o l l i s i o n  De tec t ion  
(CSMA/CD) . 

T h i s  p r o t o c o l  p rov ides  random b u s  a c c e s s  t o  a l l  t e r m i n a l s .  P r i o r  
t o  g a i n i n g  c o n t r o l  of t h e  bus,  a t e rmina l  m u s t  s e n s e  t h e  c a r r i e r  
and de termine  t h a t  t h e  b u s  is a v a i l a b l e .  The t e rmina l  t h e n  
t r a n s m i t s  t h e  message ( i f  t h e  b u s  i s  found busy, t h e  t e rmina l  
makes o t h e r  a t t e m p t s ,  a f t e r  random p e r i o d s  of t i m e s ) .  A ve ry  
small p r o b a b i l i t y  e x i s t s  t h a t  two t e r m i n a l s  s imul t aneous ly  s e n s e  
t h e  b u s ,  bo th  determine t h a t  t h e  b u s  i s  a v a i l a b l e ,  and bo th  
i n i t i a t e  message t r ansmiss ion .  The two messages t h e n  c o l l i d e  and 
g a r b l e  each o t h e r .  To detect  c o l l i s i o n ,  t r a n s m i t t i n g  t e r m i n a l s  
monitor t h e  s t a t e  of t h e  message, a few c lock  c y c l e s  a f t e r  
t r ansmiss ion .  I f  t h e  message is found t o  be ga rb led ,  c o l l i s i o n  is  
detected and t h e  t r a n s m i s s i o n  is a t tempted  a g a i n  a f t e r  a random 
p e r i o d  of t i m e .  A popular  b u s  which u s e s  t h i s  concept  is 
E t h e r n e t ,  a v e r y  f a s t  bus ( 1 0 .  MBPS) most o f t e n  used  i n  Local 
Area Network (LAN) systems, b u t  a l s o  s u i t e d  f o r  FCS a p p l i c a t i o n s ,  
as  discussed l a t e r .  

2 .2 .3  C a r r i e r  Sense M u l t i p l e  Access wi th  C o l l i s i o n  Avoidance 
(CSMA/CA) . 

The procedures  f o r  bus a c c e s s  a r e  t h e  same a s  t h o s e  d e s c r i b e d  f o r  
t h e  CSMA/CD p r o t o c o l .  The d i f f e r e n c e  i s  t h a t  t h e  CSMA/CA p r o t o c o l  
uses t echn iques  f o r  avoid ing  c o l l i s i o n  of messages, r a t h e r  t h a n  
fo r  d e t e c t i n g  c o l l i s i o n .  A commonly used avoidance technique  
r e q u i r e s  each t e rmina l  t o  t r a n s m i t  a s h o r t  a c c e s s  s i g n a l  p r i o r  t o  
t r a n s m i t t i n g  t h e  a c t u a l  message. I n  t h e  r a r e  even t  t h a t  two 
t e r m i n a l s  t r a n s m i t  s imul taneous  a c c e s s  s i g n a l s ,  a c o l l i s i o n  
o c c u r s  which resu l t s  i n  both  a c c e s s  s i g n a l s  being garb led .  If 
t h i s  c o n d i t i o n  i s  d e t e c t e d ,  both t r a n s m i t t i n g  t e r m i n a l s  i n t e r r u p t  
t h e  t r a n s m i s s i o n  p r o c e s s  and, a f t e r  a random pe r iod  of t i m e ,  
a t t e m p t  a g a i n  t o  g a i n  c o n t r o l  of t h e  bus.  

2.2.4 Carrier Sense M u l t i p l e  Access wi th  P o s i t i v e  Acknowledgment 
(CSMA/PA) . 

T h i s  i s  a mechanism t o  e n s u r e  t h a t  a message has  been c o r r e c t l y  
rece ived .  I n  case t h a t  t h e  t r a n s m i t t e r  does  n o t  r e c e i v e  a 
p o s i t i v e  acknowledgment message from t h e  r e c e i v e r  w i t h i n  a 
p r e e s t a b l i s h e d  pe r iod  of t i m e ,  t h e n  t r ansmiss ion  is t r i e d  aga in .  
If p o s i t i v e  acknowledgment is n o t  r ece ived  w i t h i n  a maximum 
number of t r i e s ,  then  a f a i l u r e  c o n d i t i o n  is f lagged .  

2.2.5 Command/Response. 

T h i s  is  a c e n t r a l i z e d  c o n t r o l  method i n  which t h e  bus  c o n t r o l l e r  
a u t h o r i z e s  t h e  use of t h e  b u s  t o  o t h e r  t e r m i n a l s  w h i c h ,  i n  t u r n ,  
acknowledges t h e  a u t h o r i z a t i o n  back t o  t h e  bus c o n t r o l l e r .  The  
MIL-STD-1553 uses t h i s  p r o t o c o l .  

8 



T y p i c a l l y  d a t a  b u s s e s  use a combination of t echn iques  t o  t r a n s f e r  
c o n t r o l ,  and t o  avoid  and detect  c o l l i s i o n  of messages. For 
example t h e  Boeing sponsored D i g i t a l  Autonomous Terminal Access 
Communication (DATAC) d a t a  bus,  uses a combinat ion of token 
pass ing  and c o l l i s i o n  avoidance concepts .  Each t e r m i n a l  h a s  a 
preprogrammed schedu le  of a c t i v i t i e s  which  e s t a b l i s h e s  t h e  t i m e  
window of bus  c o n t r o l ,  t h e  in fo rma t ion  t o  be t r a n s m i t t e d  and t h e  
d e s t i n a t i o n ,  and t h e  i n fo rma t ion  t o  be rece ived .  DATAC p r o t o c o l  
a l so  p rov ides  a degree of synchron iza t ion  among t e r m i n a l s .  T h i s  
is accomplished by three timers, a l l  programmable, which are  
implemented i n  each t e r m i n a l ,  and which c o n t r o l  t h e  t r a n s m i s s i o n  
p rocess  ( t r a n s m i t  gap, synchron iza t ion  gap, and t e r m i n a l  gap) . 
2.3 Hessage t r a n s f e r  scheme. 

Two message t r a n s f e r  schemes a r e  p o s s i b l e .  They a r e :  a ) .  t e rmina l  
t o  t e rmina l  and b)  b roadcas t .  Both t r ansmiss ion  schemes can be 
implemented w i t h  o r  w i thou t  p o s i t i v e  i d e n t i f i c a t i o n .  Terminal t o  
t e rmina l  t r a n s m i s s i o n s  a r e  from one source  ( t h e  t r a n s m i t t e r )  t o  a 
s i n g l e  d e s t i n a t i o n  ( t h e  r e c e i v e r ) .  Broadcast  t r a n s m i s s i o n s  are, 
i n s t e a d ,  i n t ended  t o  be r ece ived  by a l l  t e rmina l s .  I n  t h i s  c a s e  
each t e rmina l  m u s t  f i r s t  i d e n t i f y  each message and t h e n  m u s t  
de te rmine  if i t  i s  of r e l evance  o r  no t .  C l e a r l y  b r o a d c a s t  i s  a 
more e f f e c t i v e  way of t r ansmiss ion  t h a n  t e rmina l  t o  t e r m i n a l .  
Broadcas t ing ,  however, l a c k s  t h e  e x t e n s i v e  handshaking 
c a p a b i l i t i e s  which a r e  f e a s i b l e  i n  case  of t e rmina l  t o  t e r m i n a l  
t r a n s m i s s i o n s  which, f o r  these  reasons ,  a r e  a p r e f e r r e d  method of 
t r a n s m i s s i o n  i n  ca se  of s a f e t y  c r i t i c a l  a p p l i c a t i o n s ,  l i k e  FCS. 

2.4 Message c h a r a c t e r i s t i c s  

The bus  p r o t o c o l  es tabl ishes  t h e  a l lowab le  fo rma t s  and 
in fo rma t ion  c o n t e n t  of each t r ansmiss ion  packet .  Typ ica l  
i n fo rma t ion  t o  be i n c l u d e d  are: 

Transmission type ;  b roadcas t  o r  t e rmina l  t o  t e rmina l  ; 

2) D e s t i n a t i o n  addres s ,  i n  case  of t e rmina l  t o  t e r m i n a l  
t r ansmiss ion  ; 

3) Message l e n g t h ,  number of words, number of b i t s  pe r  word: 

4 )  Message p r i o r i t y ;  

5) Message type :  d a t a  message, c o n t r o l  t r a n s f e r ,  f a i l u r e  s t a tus ,  
acknowledgement; 

6)  Timing informat ion:  message s t a r t / e n d  t i m e ,  v a r i a b l e  t i m e  
t a g s .  
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The c o n t r o l ,  t iming  and handshaking i n f o r m a t i o n  which can be 
a t t a c h e d  t o  each message, can p rov ide  and suppor t :  a )  powerful 
f a i l u r e  d e t e c t i o n  mechanisms, b)  r e c o n f i g u r a t i o n  management 
s t r a t e g i e s ,  and c )  synchron iza t ion  schemes among a l l  
intercommunicating p rocesso r s .  They do, however, i n c r e a s e  t h e  
l a t e n c y  and t r a n s m i s s i o n  t i m e .  FCS a p p l i c a t i o n s  a re  f l i g h t  s a f e t y  
c r i t i c a l ,  a s  w e l l  as t i m e  c r i t i c a l .  They r e q u i r e  r a p i d  and 
complete i d e n t i f i c a t i o n  of a l l  f a i l u r e s  and v e r y  f a s t  and 
p r e d i c t a b l e  t r ansmiss ion  times. For t h e s e  a p p l i c a t i o n s  it might  
be e f f e c t i v e  t o  provide  messages, t e r m i n a l s  o r  bo th ,  w i th  a 
p r i o r i t y  c o n t r o l  scheme, s o  t h a t  t h o s e  messages f o r  which f a s t  
t r ansmiss ion  is  crucial ,  can be processed  w i t h o u t  undue de lay ;  
lower p r i o r i t y  messages would r e q u i r e  l o n g e r  t r a n s m i s s i o n  time. 
For i n s t a n c e  high p r i o r i t y  can be a s s i g n e d  t o  t h e  p o s i t i o n  
c o n t r o l  commands from t h e  FCCs t o  t h e  D C P U s ,  and low p r i o r i t y  t o  
t h e  f a i l u r e  s t a t u s  of t h e  a c t u a t i o n  c o n t r o l  systems from t h e  
DCPUs t o  t h e  FCCs .  

Examples a r e  shown of two message formats .  One r e f e r s  t o  a 1553B, 
c o n t r o l l e r  t o  remote t e r m i n a l ,  t r ansmiss ion  (F ig .  7)  ; t h e  o t h e r  
r e f e r s  t o  a DATAC t r a n s m i s s i o n  (F ig .  8 ) .  The complex s t ruc tu re  of 
t h e  1553B p r o t o c o l ,  i s  r e f l e c t e d  i n  messages which r e q u i r e  
numerous c o n t r o l  b i t s  which: a )  d e f i n e  source  and d e s t i n a t i o n  
a d d r e s s ,  and message l e n g t h ,  b) monitor  and c o n t r o l  t h e  
t r ansmiss ion ,  and c )  f l a g  any t r a n s m i s s i o n  f a i l u r e s .  The DATAC 
message format  is much s impler  than  t h e  1553, it i n c l u d e s  less  
overhead b i t s ,  and p r o v i d e s  less t r a n s m i s s i o n  moni tor ing  and 
c o n t r o l 1  ing  c a p a b i l i t i e s .  

2.5 Bus i n i t i a l i z a t i o n .  

B u s  i n i t i a l i z a t i o n  occur s  a t  power-on t i m e .  Func t ions  performed 
dur ing  i n i t i a l i z a t i o n  i n c l u d e :  se t -up  of t h e  b u s  c o n t r o l l e r s ;  
i n i t i a l  handshaking and s y n c h r o n i z a t i o n  of a l l  t e r m i n a l s ;  and 
self d i a g n o s t i c s .  Extens ive  d i a g n o s t i c s  procedures  are  highly 
d e s i r a b l e  i n  f l i g h t  c r i t i c a l  a p p l i c a t i o n s  because: a )  t h e  
o p e r a t i o n a l  r e l i a b i l i t y  and f a u l t  t o l e r a n c e  requi rements  assume a 
system which is i n i t i a l l y  f u l l y  o p e r a t i o n a l  and b )  t h e  system is 
n o t  designed t o  wi ths t and  two s imul taneous  f a i l u r e s ,  and t h e r e f o r e  
it is assumed t h a t  t h a t  c o n d i t i o n  h a s  on ly  an ex t remely  low, 
a c c e p t a b l e  p r o b a b i l i t y  t o  occur  ( s imul taneous  f a i l u r e s  
is a c o n d i t i o n  i n  which a new f a i l u r e  occur s  p r i o r  t o  t h e  system 
c o r r e c t l y  r econf igu r ing  t o  m a s k  p rev ious  f a i l u r e s )  . I f  a system 
goes i n  l i n e  w i t h  an unde tec t ed  f a i l u r e ,  t hen  any subsequent  
f a i l u r e  would be s imul taneous  t o  t h e  p r e e x i s t i n g  one, and t h i s  
c o n d i t i o n  could have c a t a s t r o p h i c  consequences,  i n  f l i g h t  c r i t i c a l  
a p p l i c a t i o n s  . 
I n i t i a l i z a t i o n  is  an i d e a l  time t o  perform e x t e n s i v e  f a i l u r e  
d e t e c t i o n  procedures  because of t h e  l a c k  of t h e  time c o n s t r a i n t s  
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e x i s t i n g  d u r i n g  r e a l  t i m e  ope ra t ion .  A s u b s e t  of t h o s e  procedures  
a re  a l s o  used du r ing  r e a l  time o p e r a t i o n ,  every t i m e  a bus  
r e c o n f i g u r a t i o n  is needed as  a resu l t  of detected f a i l u r e s  o r  
o t h e r  reasons .  

2.6 Flow c o n t r o l .  

Not a l l  t e r m i n a l s  connected t o  a bus system o p e r a t e  a t  t h e  same 
rate.  I f  a f a s t  terminal a t t e m p t s  t o  communicate w i t h  a slower 
t e r m i n a l ,  under  u t i l i z a t i o n  of t h e  bus and of t h e  f a s t  t e rmina l  
might occur .  Flow c o n t r o l  i n c l u d e s  a set  of procedures  a t t e m p t i n g  
t o  op t imize  b u s  u t i l i z a t i o n  by keeping t h e  d a t a  r a t e  close t o  t h e  
nominal v a l u e s .  Data b u f f e r i n g  and stop-and-go handshaking 
t echn iques  have been proposed f o r  t h i s  purpose which, however, 
f u r t h e r  i n c r e a s e s  t h e  e x i s t i n g  bus t r a n s m i s s i o n  overhead. These 
t echn iques  do n o t  appear  t o  be e f f e c t i v e l y  a p p l i c a b l e  t o  FCS 
a p p l i c a t i o n s  which u s e  a c o n t r o l l e d  and rather uniform se t  of 
t e rmina l s .  

2.7 D a t a  bus t r a n s m i s s i o n  rate. 

The actual speed  a t  which d a t a  can t r a v e l  through t h e  bus  is 
measured i n  Bits-Per-Second (BPS) , o r  MegaBits-Per-Second (MBPS) . 
Transmission speed i s  a f u n c t i o n  o f :  a )  t h e  hardware media 
(e lec t r ica l  wire o r  o p t i c a l  f iber  c a b l e ) ,  b )  t h e  number of 
t e r m i n a l s  connected t o  t h e  b u s ,  and c )  t h e  d i s t a n c e  of s e p a r a t i o n  
among t e r m i n a l s .  

A clear t r e n d  is e s t a b l i s h e d  f o r  i n c r e a s i n g  use of o p t i c a l  c a b l e s  
i n  FCS a p p l i c a t i o n s  p r i m a r i l y  because they  a r e  i n s e n s i t i v e  t o  
Electro-Magnetic I n t e r f e r e n c e s  ( E M I )  , and have h i g h  t r a n s m i s s i o n  
bandwidth. The technology of e l ec t r i ca l  wires, however, is w e l l  
developed and it is  s t i l l  most commonly used. Wi th  c u r r e n t  
technology,  t r a n s m i s s i o n  r a t e s  of 1 0  MBPS o r  h igher  are 
a c h i e v a b l e  wi th  both media. 

The d i s t a n c e  between terminals a f f e c t s  t h e  t r a n s m i s s i o n  ra te  and 
t h e  t r a n s m i s s i o n  e r r o r  ra te .  I n  t h e  c a s e  of FCS a p p l i c a t i o n s  t h e  
d i s t a n c e s  involved  a re  t y p i c a l l y  s h o r t :  t h e  r e s u l t a n t  
t r a n s m i s s i o n  r a t e s  a re  r e l a t i v e l y  h igh  and error  f r e e ,  compared 
t o  a p p l i c a t i o n s  which r e q u i r e  long  d i s t a n c e s .  

2 . 8 F a i l u r e  d e t e c t i o n  and f a u l t  t o l e r a n c e .  

F l i g h t  s a f e t y  a p p l i c a t i o n s  l i k e  FCS r e q u i r e  r a p i d  d e t e c t i o n  and 
i d e n t i f i c a t i o n  of f a i l u r e s  and bus  r e c o n f i g u r a t i o n .  F a i l u r e  
d e t e c t i o n  a l g o r i t h m s  which can be exercised o f f - l i n e ,  dur ing  b u s  
i n i t i a l i z a t i o n  f o r  example, i n c l u d e :  program memory check-sum, 
p a r i t y  c h e c k s ,  watch-dog timers ( d r i v e n  by i n t e r n a l  c o n t r o l  
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t imers,  l i k e  t hose  provided by DATAC),  and o t h e r s .  Seve ra l  
t echn iques  a l s o  e x i s t  t o  t e s t  each t e rmina l  d u r i n g  t h e  r ea l - t ime  
o p e r a t i o n  of t h e  bus. The most commonly used a r e  based on low 
f requency  (1 Hz o r  l e s s ) ,  p e r i o d i c  p o l l i n g  of each t e rmina l  by 
t h e  bus c o n t r o l l e r .  F a i l u r e  of a t e rmina l  t o  c o r r e c t l y  respond t o  
two c o n s e c u t i v e  p o l l i n g s ,  i n d i c a t e s  a f a i l e d  t e rmina l .  The F-16 
uses t h i s  technique  t o  i d e n t i f y  f a i l e d  t e r m i n a l s .  Message 
i n t e g r i t y  can a l s o  be tested us ing  a combinat ion of s o f t w a r e  
t echn iques  ( p a r i t y ,  check-sum and o t h e r s )  . 
Very f a s t  r e c o n f i g u r a t i o n  times a r e  r e q u i r e d  f o r  FCS 
a p p l i c a t i o n s .  I n  f a c t  t h e  e n t i r e  system is i n  a v e r y  v u l n e r a b l e  
s t a t e  u n t i l  r e c o n f i g u r a t i o n  is completed,  a s  p r e v i o u s l y  
d i scussed .  Reconf igu ra t ion  is achieved  by t r a n s f e r r i n g  bus 
c o n t r o l  from a f a i l e d  bus c o n t r o l l e r  t o  ano the r  t e r m i n a l ,  by 
r e r o u t i n g  messages t o  by-pass f a i l e d  p o r t i o n  of t h e  b u s ,  and by 
us ing  a v a i l a b l e  redundant components. 

2.9 Time s y n c h r o n i z a t i o n  techniques .  

Informat ion  among p r o c e s s o r s  can be exchanged us ing  d e d i c a t e d  
l i n k s  o r  b u s  s t ructures .  I n  c a s e  of d e d i c a t e d  l i n k s ,  f o r  a l l  
p r a c t i c a l  purposes ,  no s i g n i f i c a n t  d e l a y s  a r e  t y p i c a l l y  
a s s o c i a t e d  w i t h  t h e  d a t a  exchange. Furthermore t h e s e  d e l a y s  a re  
c o n s t a n t s ,  from t r ansmiss ion  t o  t r ansmiss ion ,  and t h e r e f o r e  they  
can  be compensated, i f  necessary .  I n  c a s e  of bus s t ructures ,  
i n s t e a d ,  d e l a y s  due  t o  l a t e n c y  and f i n i t e  t r a n s m i s s i o n  r a t e s  can 
be s i g n i f i c a n t ,  and v a r y  from t r a n s m i s s i o n  t o  t r a n s m i s s i o n  
depending on t h e  a v a i l a b i l i t y  of t h e  bus,  t h e  message s i z e  and 
type ,  and t h e  s t a t e  of t h e  r e c e i v e r .  Techniques f o r  synchroniz ing  
t e r m i n a l s  and f o r  t i m e  r e f e r e n c i n g  each message m u s t  then  be 
used, i f  t h e  messages c o n t a i n  t i m e  s e n s i t i v e  v a r i a b l e s ,  a s  
t y p i c a l l y  i n  t h e  c a s e  of FCSs. Two t echn iques  o f t e n  used a r e :  
g l o b a l  t i m e  r e f e r e n c e  and time tagging .  

Global  t i m e  r e f e r e n c e  i s  a t echnique  i n  which a t e r m i n a l ,  
t y p i c a l l y  t h e  bus c o n t r o l l e r ,  is d e s i g n a t e d  a s  t h e  t i m e  master ,  
and i t  t r a n s m i t s  i t s  own i n t e r n a l  t i m e  t o  a l l  o t h e r  t e r m i n a l s  
which then  synchronize  w i t h  t h a t  time. The i n t e r n a l  time of t h e  
b u s  c o n t r o l l e r  becomes e f f e c t i v e l y  t h e  g l o b a l  time of t h e  system. 
The bus c o n t r o l l e r  p e r i o d i c a l l y  updates  t h e  g l o b a l  time so  t h a t  
l o c a l  t i m e  s h i f t s  can be compensated. 

I n  c a s e  of t i m e  c r i t i c a l  a p p l i c a t i o n s ,  it might n o t  be s u f f i c i e n t  
t h a t  a l l  t e r m i n a l s  u s e  t h e  same t i m e  reference, and i t  might be 
necessa ry  t o  a c t u a l l y  t i m e  t a g  every v a r i a b l e  exchanged, t o  
e s t a b l i s h  t h e  e x a c t  t i m e  of r e f e r e n c e  f o r  each v a r i a b l e .  T h i s  
p r o c e s s  is  o f t e n  and e f f e c t i v e l y  a p p l i e d  i n  c a s e  of t i m e  c r i t i c a l  
v a r i a b l e s ,  l i k e  i n e r t i a l  p l a t fo rm d a t a .  I t  does,  however, 
i n t r o d u c e  a d d i t i o n a l  t r a n s m i s s i o n  overhead time and t h e r e f o r e  
m u s t  be j u d i c i o u s l y  a p p l i e d  only  t o  t h o s e  t r a n s m i s s i o n s  which  
r e q u i r e  it. 
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3 . 0  BUS EVALUATION CRITERIA 

The o v e r a l l  e v a l u a t i o n  f o r  a d a t a  bus system f o r  c r i t i c a l  FCS 
a p p l i c a t i o n s ,  m u s t  i n c l u d e  t h e  fo l lowing  q u a l i t y  parameters :  

1) F l e x i b i l i t y .  T h i s  i n v o l v e s  B u s  c o n t r o l ,  message t r a n s f e r  
schemes and message c h a r a c t e r i s t i c s ,  b u s  i n i t i a l i z a t i o n ,  flow 
c o n t r o l ,  and e a s e  of modifying; 

2) B u s  speed. T h i s  i n c l u d e s  B u s  t r a n s m i s s i o n  r a t e s  and B u s  
1 a tency  ; 

3 )  F a u l t  t o l e r a n c e .  T h i s  i n c l u d e s  f a i l u r e  d e t e c t i o n  and i s o l a t i o n  
mechanisms, redundancy and r e c o n f i g u r a t i o n  s t r a t e g i e s  and t i m e ;  

4)  Time  synchron iza t ion .  T h i s  i n c l u d e s  g l o b a l  time r e f e r e n c e  and 
time t agg ing  c a p a b i l i t i e s .  

F l e x i b i l i t y  is  impor tan t  because a bus a r c h i t e c t u r e  m u s t  be a b l e  
t o  suppor t  t r a n s m i s s i o n s  of a l a r g e  v a r i e t y  of messages among 
many t e r m i n a l s .  F l e x i b l e  a r c h i t e c t u r e s  suppor t  s e v e r a l  
t r a n s m i s s i o n  schemes; t h e  user can then  select  t h e  optimum scheme 
t o  s a t i s f y  t h e  s p e c i f i c  requi rements  of each t ransmiss ion .  For 
example, b roadcas t  methods can be used  t o  t r a n s m i t  messages t o  
more t h a n  one t e r m i n a l .  P i l o t  s e l e c t e d  a i r c r a f t  c o n t r o l  and 
o p e r a t i o n a l  modes, and a i r c r a f t  s t a t e  in format ion ,  can be 
broadcas ted ,  from t h e  FCCs  t o  t h e  D C P U s  of each e f f e c t o r ,  so  t h a t  
t h e  a c t u a t i o n  c o n t r o l  g a i n s  can be a p p r o p r i a t e l y  a d j u s t e d  i n  a l l  
c o n t r o l  axes ,  a t  t h e  same time. Time c r i t i c a l  p o s i t i o n  commands, 
wh ich  va ry  from e f f e c t o r  t o  e f f e c t o r ,  can be e f f e c t i v e l y  
t r a n s m i t t e d  u s i n g  t e r m i n a l  t o  t e rmina l  t r ansmiss ion  schemes. Time 
c r i t i c a l  v a r i a b l e s  can be t i m e  tagged; or high p r i o r i t y  can be 
a s s i g n e d  t o  t h o s e  messages which inc lude  time c r i t i c a l  v a r i a b l e s .  

Another impor tan t  measure of f l e x i b i l i t y  is t h e  ease of modifying 
c o n f i g u r a t i o n s .  I n  f a c t ,  du r ing  t h e i r  l i f e  c y c l e  ( t e n  years or 
l onger )  FCS a r e  con t inuous ly  upgraded f o r  improved performance. 
T h i s  might r e q u i r e  t h e  a d d i t i o n  of new terminals  t o  an e x i s t i n g  
b u s ,  o r  t h e  d e l e t i o n  of o t h e r s .  I t  is impor tan t  t h a t  enhancements 
of t h i s  kind can be performed wi th  minimum m o d i f i c a t i o n s  t o  t h e  
e x i s t i n g  equipment. T y p i c a l l y ,  when a new t e rmina l  is added, i t  
is necessa ry  t o  modify t h e  b u s  c o n t r o l l e r s  so  t h a t  they  can 
i d e n t i f y  t h e  new t e rmina l .  I n  t h e  case of t h e  DATAC bus t h e  
th ree  timers embedded i n  each t e rmina l  m u s t  be preprogrammed t o  
accommodate t r a n s m i s s i o n  from/to t h e  new te rmina l .  

B u s  speed,  f a u l t  t o l e r a n c e  and t i m e  synchron iza t ion  a r e  c l e a r l y  
impor tan t  v a r i a b l e s  f o r  c r i t i c a l  FCS a p p l i c a t i o n s .  The e v a l u a t i o n  
of t h e s e  parameters  is f u r t h e r  d i s c u s s e d  l a t e r .  
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Each c a n d i d a t e  b u s  c o n f i g u r a t i o n  and p r o t o c o l  m u s t  be e v a l u a t e d  
r e l a t i v e  t o  t h e  f o u r  q u a l i t y  parameters .  A p r e l i m i n a r y  e v a l u a t i o n  
can be conducted simply us ing  a n a l y t i c a l  methods. Dynamic 
pa rame te r s ,  however, l i k e  t r a n s f e r  r a t e s ,  l a t e n c y  times, and t i m e  
f o r  f a i l u r e  d e t e c t i o n  and r e c o n f i g u r a t i o n ,  can n o t  be e s t i m a t e d  
wi th  s u f f i c i e n t  accuracy  us ing  a n a l y t i c a l  methods on ly ;  t hey  m u s t  
be e v a l u a t e d  i n  r e a l  time environments which s i m u l a t e  a c t u a l  
o p e r a t i o n a l  s i t u a t i o n s .  The IRAS can p rov ide  such environment ,  
i n  a c o s t  e f f e c t i v e  manner, as d iscussed  i n  t h e  fo l lowing  s e c t i o n  
of t h i s  document. 

R e l a t i v e  t o  t r a n s m i s s i o n  r a t e s  and l a t e n c y  times, t h e  bottom l i n e  
parameter  is t h e  t h e  t o t a l  e l apsed  t i m e  between t h e  t i m e  a 
v a r i a b l e  i s  computed i n  one p rocesso r ,  and t h e  t i m e  i t  is 
a v a i l a b l e  f o r  u s e  i n  ano the r  processor .  The e l apsed  t i m e  is 
a f f e c t e d  by hardware and s o f t w a r e  implementat ion c h a r a c t e r i s t i c s ,  
as  well  as  by t h e  o p e r a t i o n a l  s c e n a r i o s .  C l e a r l y  t h e  s e l e c t i o n  of 
a bus  p r o t o c o l  and b u s  c o n f i g u r a t i o n  h a s  t h e  b i g g e s t  impact on 
t h e  r e s u l t a n t  e l apsed  times. I t  i s  impor tan t  t o  n o t i c e ,  however, 
t h a t  even i f  p r o t o c o l ,  c o n f i g u r a t i o n ,  message format  and 
o p e r a t i o n a l  s c e n a r i o  a r e  kep t  c o n s t a n t ,  t h e  e l apsed  t i m e  v a r i e s  
from message t o  message a s  a r e su l t  of t h e  many, p o s s i b l e  
d i f f e r e n t  s t a t e s  of a l l  r e l e v a n t  hardware components, a t  t h e  t i m e  
each t r a n s m i s s i o n  is i n i t i a t e d .  I n  f a c t  some of t hose  components 
might n o t  even be a v a i l a b l e  immediately f o r  a pending 
t r a n s m i s s i o n  i f  they  are  s t i l l  busy performing p r e v i o u s l y  
scheduled t r ansmiss ions .  The so f tware  s t ruc tu re  of t h e  r e c e i v i n g  
and t r a n s m i t t i n g  p r o c e s s o r s ,  and t h e i r  r e l a t i v e  e x e c u t i o n  c y c l e  
skewness  a r e  o t h e r  parameters  which can  a l s o  randomly e f f e c t  t h e  
e l a p s e d  time of each t r ansmiss ion .  T h i s  is  p a r t i c u l a r l y  t rue i n  
t h e  c a s e  of unsychronized c o n f i g u r a t i o n s .  F i n a l l y ,  o p e r a t i o n a l  
s c e n a r i o s  can add a d d i t i o n a l  u n c e r t a i n t i e s  r e l a t i v e  t o  t o t a l  
e l apsed  t i m e ,  p r i m a r i l y  i n  c o n f i g u r a t i o n s  where hardware 
r e s o u r c e s ,  l i k e  t h e  a c t u a l  bus  l i n e s ,  a r e  shared  among many 
p r o c e s s o r s .  

I t  is now appa ren t  t h a t  t h e  o v e r a l l  e l a p s e d  time of d i f f e r e n t  
p ro tocols ,  a rch i tec tures ,  and o p e r a t i o n a l  s c e n a r i o s  m u s t  be 
de f ined  i n  terms of average v a l u e s  and d i s t r i b u t i o n  spreads. To 
e v a l u a t e  t h e s e  parameters ,  i t  is r e q u i r e d :  a )  t o  s i m u l a t e  and t o  
exercise each c o n f i g u r a t i o n  and s c e n a r i o  of in te res t  i n  a r e a l  
t i m e  environment,  and b )  t o  c o l l e c t  a l a r g e  number of d a t a ,  so  
t h a t  s t a t i s t i c a l  d i s t r i b u t i o n s  of t h e  e l a p s e d  time can be 
determined.  

During t h e  r e a l  time o p e r a t i o n  of t h e  b u s ,  dynamic 
r e c o n f i g u r a t i o n s  a r e  r e q u i r e d  a f t e r  a f a i l u r e  is detected. A 
f a i l e d  t e r m i n a l ,  f o r  example, might need t o  be l o g i c a l l y  removed, 
s o  t h a t  t h e  d a t a  throughput ,  t iming  sequences and b u s  c o n t r o l  a r e  
n o t  a f f e c t e d .  T h i s  is  e s p e c i a l l y  impor tan t  f o r  autonomous 
c o n f i g u r a t i o n s ,  t o  p reven t  a f a i l e d  t e r m i n a l ,  f o r  example, from 
t a k i n g  c o n t r o l  of t h e  b u s  and never  r e l e a s i n g  it. T h e  t i m e  needed 
t o  i d e n t i f y  a f a i l u r e  and t o  a p p r o p r i a t e l y  r e c o n f i g u r e  i s  
c r u c i a l ,  because: a )  u n t i l  t h e  r e c o n f i g u r a t i o n  p rocess  i s  
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completed,  t h e  system is i n  an  ex t remely  v u l n e r a b l e  s t a t e ,  a s  
p r e v i o u s l y  d i scussed ,  and b )  t h e  r e c o n f i g u r a t i o n  p r o c e s s  
i n e v i t a b l y  r e s u l t s  i n  t r ansmiss ion  d e l a y s  which, i f  l a r g e  enough, 
cou ld  e f f e c t  t h e  a i r c r a f t  dynamics i n  a n  unacceptab le  manner. 
L i k e  t r a n s m i s s i o n  e l a p s e d  times, f a i l u r e  d e t e c t i o n  and 
r e c o n f i g u r a t i o n  times va ry  from case t o  case, and t h e r e f o r e  they  
m u s t  a l s o  be e v a l u a t e d  i n  real  t i m e  environments ,  and expres sed  
i n  terms of average  v a l u e s  and s t a t i s t i c a l  d i s t r i b u t i o n s .  
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4.0  ANALYTICAL COHPARISON OF BUS PERFORMANCE 

Four busses  have been i d e n t i f i e d  which  can e f f e c t i v e l y  s u p p o r t  
FCS a p p l i c a t i o n s .  They are: MIL-STD-l553B, DATAC, E t h e r n e t ,  and 
HSIS. The 15538 is  an  e s t a b l i s h e d  b u s  commonly used i n  m i l i t a r y  
a v i o n i c s  systems.  DATAC i s  a bus,  s t i l l  i n  t h e  exper imenta l  
s t a g e ,  which is  sponsored by Boeing and is  in t ended  t o  s u p p o r t  
a v i o n i c s  and FCS a p p l i c a t i o n s  (DATAC is t h e  acronym f o r  D i g i t a l  
Autonomous Termina l  Access Communication) . E t h e r n e t ,  a l s o  known 
a s  IEEE-802.3, is t h e  most commonly used i n  Local Area Network 
(LAN) a p p l i c a t i o n s .  The High Speed I n t e r c o n n e c t  System (HSIS) is 
a bus s t i l l  i n  t h e  development s t a g e ,  which i n c o r p o r a t e s  t h e  SAE 
AE-9B l i n e a r  token p a s s i n g  p r o t o c o l .  HSIS is be ing  developed by 
Sper ry  Defense Products .  

An a n a l y t i c a l ,  p re l imina ry  comparison of t h e  s p e c i f i c a t i o n s  of 
t h e  f o u r  b u s s e s  i s  shown i n  Table  1. The purpose of t h i s  
p r e l i m i n a r y  e v a l u a t i o n  is t o  describe t h e  r e l evance  of some major 
c h a r a c t e r i s t i c s  t o  t h e  s p e c i f i c  a p p l i c a t i o n .  A dynamic a n a l y s i s  
m u s t  be performed t o  a c c u r a t e l y  e v a l u a t e  t h e  r e a l  t i m e  
performance of each bus ,  as  p r e v i o u s l y  discussed.  

1) The 1553B is t h e  on ly  c e n t r a l i z e d  bus  c o n t r o l l e r ;  t h e  o t h e r  
t h r e e  busses  a l l  u s e  autonomous c o n t r o l l e r s ,  which  p rov ide  
i n c r e a s e d  f l e x i b i l i t y  of t r ansmiss ion  and s h o r t e r  t r ansmiss ion  
overhead, a s  p r e v i o u s l y  discussed.  

2) Bus  access c o n t r o l  is de te rmin i s t i c  i n  a l l  cases excep t  
E t h e r n e t  which  has  random a c c e s s  c o n t r o l .  D e t e r m i n i s t i c  c o n t r o l  
is p r e f e r a b l e  f o r  FCS a p p l i c a t i o n s  which a r e  based on t h e  
r e p e t i t i v e ,  d e t e r m i n i s t i c  execu t ion  of p r e e s t a b l i s h e d  sequences 
of a l g o r i t h m s  and 1/0 processes .  P r o b a b i l i s t i c  a c c e s s  t y p i c a l l y  
r e q u i r e s  l e s s  overhead. Unpredic tab le  message t r a n s m i s s i o n  
l a t e n c i e s ,  however, can occur which might be unacceptab le  i n  case 
of t i m e  c r i t i c a l  messages; t h e  p r o b a b i l i t y  of t h i s  happening is 
i n v e r s e l y  p r o p o r t i o n a l  t o  t h e  b u s  t r ansmiss ion  r a t e  and d i r e c t l y  
p r o p o r t i o n a l  t o  t h e  maximum l e n g t h  of t h e  messages t o  be 
t r a n s m i t t e d .  

3 )  The p r e f e r r e d  message t r a n s f e r  scheme is  t e rmina l  t o  t e rmina l  
w i t h  acknowledgment, r e l a t i v e  t o  t r a n s m i s s i o n  i n t e g r i t y  and r a p i d  
i d e n t i f i c a t i o n  and confinement of f a u l t s ;  t h i s  scheme however, 
r e q u i r e s  a high t r a n s m i s s i o n  overhead. The f a s t e s t  t r a n s m i s s i o n  
scheme is b roadcas t  wi thout  acknowledgment, which does  provide  
l i m i t e d  c a p a b i l i t i e s  of r a p i d  f a i l u r e  d e t e c t i o n  and  
i d e n t i f i c a t i o n .  Speed of t r ansmiss ion  and r a p i d  f a i l u r e  d e t e c t i o n  
and i d e n t i f i c a t i o n  a r e  bo th  v e r y  impor tan t  i n  FCS a p p l i c a t i o n s .  
An optimum balance  of these two parameters  m u s t  be made on a c a s e  
t o  c a s e  b a s i s ,  depending on t h e  n a t u r e  of each message. 

4 )  The maximum message l e n g t h  ( d a t a  words only ,  n o t  i n c l u d i n g  
p r o t o c o l )  is 32, 256, 750 and 4096 words f o r  t h e  15538, DATAC, 
E t h e r n e t ,  and HSIS r e s p e c t i v e l y .  I n  ca se  of t h e  1553, some long  
t r a n s m i s s i o n s  can r e q u i r e  m u l t i p l e  messages. T h i s  is most l i k e l y  
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t o  occur i n  h i g h l y  i n t e g r a t e d  FCS a r c h i t e c t u r e s ,  which r e q u i r e  
exchanges of l a r g e  amount of d a t a .  The m i n i m u m  message l e n g t h  is 
1 word f o r  a l l  busses  except  E t h e r n e t  which has  a minimum of 23 
words ( t h e  o r i g i n a l  a p p l i c a t i o n  of E t h e r n e t ,  Local  Area Network, 
r e q u i r e s  t r a n s m i s s i o n  of v e r y  l a r g e  messages, t y p i c a l l y  much 
l a r g e r  t han  23 words) . Because t h e  communications between FCCs 
and DCPUs,  c o n s i s t  of s h o r t  messages of a few words each ,  t h i s  
c h a r a c t e r i s t i c  of E t h e r n e t  unduly i n c r e a s e s  t h e  overhead of many 
t r ansmiss ion .  

5) The f l e x i b i l i t y  of d e c l a r i n g  t h e  p r i o r i t y  of each message is 
v e r y  u s e f u l  i n  FCS a p p l i c a t i o n s  which  t y p i c a l l y  r e q u i r e  a 
combinat ion of time c r i t i c a l  and non t i m e  c r i t i c a l  messages. The  
t r a n s m i s s i o n  l a t e n c y  of time c r i t i c a l  messages can be reduced i f  
a h igh  p r i o r i t y  l e v e l  is  a s s igned  t o  them. Only HSIS h a s  encoded 
p r i o r i t y ,  

6) The a v a i l a b i l i t y  of b u s  c o n t r o l  b i t s  p rov ides  t h e  c a p a b i l i t y  
of c o n t r o l l i n g  and i n t e r r o g a t i n g  t e r m i n a l s ,  and i n i t i a t e  
d i a g n o s t i c s  procedures .  1553 and HSIS have t h a t  f l e x i b i l i t y .  

7) E r ro r  f l a g s ,  embedded i n  each message, p rov ide  r a p i d  
i d e n t i f i c a t i o n  of g a r b l e d  messages and components mal func t ions .  
They a r e  a v a i l a b l e  i n  1553 and HSIS. 

8) I n  t h e  t r a n s m i s s i o n  p ro toco l  of each bus ,  a f i x e d  a r e a  is 
r e s e r v e d  t o  i d e n t i f y  t h e  s o u r c e / d e s t i n a t i o n  t e rmina l  a d d r e s s e s  
and/or t o  provide  an  i d e n t i f i e r  t o  t h e  message i t s e l f .  The 1553 
h a s  5 b i t s  t o  i d e n t i f y  each t e r m i n a l ,  s o  t h a t  t h e  maximum number 
of t e r m i n a l s  is 32. DATAC uses a b roadcas t  t r a n s m i s s i o n  mode which 
does n o t  r e q u i r e s  t h e  i d e n t i f i c a t i o n  of sou rce  o r  d e s t i n a t i o n  
addres ses .  I n  t h i s  c a s e  a f i e l d  of 12 b i t s  is provided which  
u n i v o c a l l y  d e f i n e s  each message, from each t e rmina l .  From t h a t  
i d e n t i f i e r  each t e rmina l  can independent ly  determine i f  a message 
i s  of r e l e v a n c e  and, i f  t h i s  is t h e  c a s e ,  t h e  a p p r o p r i a t e  s t o r a g e  
l o c a t i o n s .  E t h e r n e t  r e s e r v e s  4 8  b i t s  f o r  t e rmina l  i d e n t i f i c a t i o n .  
Hardware c o n s i d e r a t i o n s ,  however, l i m i t  t h e  maximum number of 
t e r m i n a l s  t o  256. The t o t a l  addres s  f i e l d  of HSIS is 1 6  b i t s  
long.  Of t h e s e ,  7 are used t o  i d e n t i f y  t h e  t e r m i n a l s ,  and t h e  
o t h e r  9 d e f i n e  hardware subaddresses  w i t h i n  each t e rmina l .  

9) A l l  busses provide  s e l f  t e s t  c a p a b i l i t i e s  as  p a r t  of t h e  
i n i t i a l i z a t i o n  procedures ,  fo l lowing  power-up. During real time 
o p e r a t i o n  t h e  1553 and HSIS provide  f a i l u r e  r e p o r t s ,  upon r e q u e s t  
o r  a u t o m a t i c a l l y .  DATAC and E t h e r n e t  do n o t  provide  s i m i l a r  
r e p o r t s ;  f a i l e d  t e r m i n a l s ,  however, a u t o m a t i c a l l y  p u t  themselves  
o f f  l i n e .  

1 0 )  The 1553, a s  p r e v i o u s l y  d i scussed ,  can  i n t e r c o n n e c t  up t o  a 
maximum of 32 t e r m i n a l s ,  which  is s u f f i c i e n t  f o r  most 
a p p l i c a t i o n s .  Highly i n t e g r a t e d  FCS c o n f i g u r a t i o n s  could  e a s i l y  
r e q u i r e  more than  than 32 t e r m i n a l s  t o  be in t e rconnec ted .  I n  t h i s  
c a s e ,  m u l t i p l e  bus s t ruc tures  would be necessary .  The  o the r  t h r e e  
busses p rov ide  adequate  i n t e r c o n n e c t i o n  c a p a b i l i t i e s  f o r  a l l  FCS 
app l  i c a  t i o n s .  
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11) The bandwidth of t h e  1553 is t h e  smallest  (1. MBPS)  of t h e  
f o u r  busses  and marginal  f o r  most s t a t e - o f - t h e - a r t  F C S  
a p p l i c a t i o n s ,  which r e q u i r e  i n c r e a s i n g l y  h igher  t r a n s f e r  rates.  
Bandwidth of 10. MBPS are c u r r e n t l y  ach ievab le  and be t t e r  r e f l e c t  
c u r r e n t  needs. 

12 )  A c e r t a i n  l e v e l  of b u i l t - i n  redundancy is provided  f o r  a l l  
b u s s e s  e x c e p t  Etherne t .  A l l  f o u r  busses  can, of cour se ,  be 
a r r anged  i n  redundant  c o n f i g u r a t i o n s ,  independent ly  from t h e  
a v a i l a b l e  b u i l t - i n  l e v e l  of redundancy. 

13) Global t i m e  of r e f e r e n c e  is on ly  a v a i l a b l e  t o  HSIS. Global 
time can be used t o  implement computat ional  frame synchron iza t ion  
among many t e r m i n a l s ,  a technique  commonly used i n  F C S  
a p p l i c a t i o n s .  Time t agg ing  is s t i l l  necessa ry  i n  case of t i m e  
c r i t i c a l  v a r i a b l e s .  

The overhead a s s o c i a t e d  w i t h  t h e  t r ansmiss ion  of selected 
messages can be e s t ima ted  based on each bus c h a r a c t e r i s t i c s .  The 
overhead is determined by d i v i d i n g  t h e  t o t a l  number of overhead 
b i t s  by t h e  t o t a l  number of message b i t s  (overhead b i t s  + d a t a  
b i t s )  i n  each t ransmiss ion .  The assumption is made t h a t  t h e  t i m e  
c r i t i c a l  communications between F C C s  and D C P U s ,  f o r  each c o n t r o l  
a x i s ,  inc lude :  a )  one 1 6  b i t s  word from t h e  DCPU t o  t h e  FCC every 
50. msec. ( t h e  p o s i t i o n  feedback in fo rma t ion ) ;  b )  one 32 b i t s  
word, every 5.  msec. , from each DCPU t o  a l l  o t h e r s  w i t h i n  t h e  
same c o n t r o l  channel  (cross-channel  v o t i n g ) ;  and c )  two 32 b i t s  
words from t h e  FCC t o  t h e  DCPU every 10. msec. (one word d e f i n e s  
t h e  p o s i t i o n  command, t h e  o t h e r  word d e f i n e s  t h e  c u r r e n t  a i r c r a f t  
c o n t r o l  and o p e r a t i o n a l  mode). Transmission overhead, shown i n  
Table  2, are  ve ry  high,  p r i m a r i l y  because t h e  messages are  ve ry  
s h o r t .  I n  a l l  cases, t h e  overhead decreases wi th  t h e  l e n g t h  of 
t h e  message; i t  is c o n s i s t e n t l y  t h e  l o w e s t  i n  t h e  c a s e  of DATAC 
and t h e  h i g h e s t  i n  t h e  c a s e  of Etherne t .  The r eason  why E the rne t  
overhead is s o  h igh  i s  t h a t  t h e  minimum number of d a t a  words, pe r  
t r ansmiss ion ,  is  23. If a t r ansmiss ion  of l e s s  t h a n  23 words m u s t  
be executed ,  t h e  u n u s e d  p o r t i o n  of t h e  d a t a  f i e l d  is still  
t r a n s m i t t e d ,  which of cour se  i n c r e a s e s  t h e  overhead. Based on t h e  
e s t i m a t e d  v a l u e s  of overhead times, and on t h e  bus bandwidth, 
approximate estimates can be made of t o t a l  t r a n s m i s s i o n  times. I t  
must be noted  t h a t  high overhead does n o t  n e c e s s a r i l y  imply long  
t r a n s m i s s i o n  times; it on ly  i m p l i e s  l o n g e r  times t h a n  i n  t h e  case 
of low overhead. 

A s  p r e v i o u s l y  d i scussed ,  accurate e v a l u a t i o n s  of dynamic 
parameters  can only  be made by e x e r c i s i n g  each bus i n  r e a l  time 
environments,  which simulate t h e  actual  o p e r a t i o n a l  environments.  
The IRAS can e f f e c t i v e l y  be used  f o r  t h i s  purpose. A l l  f o u r  
busses  can be a c c u r a t e l y  e v a l u a t e d  by using a combinat ion of 
ac tua l  hardware, s i m u l a t i o n  and emulat ion techniques .  The 
c a p a b i l i t y  a l s o  e x i s t s  t o  provide  some gene ra l  s i m u l a t i o n  t o o l s  
t o  e v a l u a t e  b u s  concep t s  n o t  y e t  implemented i n  hardware. 
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5.0 IRAS BUS EVALUATION TECENIQUES 

The I R A S  can p rov ide  a f l e x i b l e  environment f o r  ana lyz ing  s e v e r a l  
b u s  a rch i tec tures  and b u s  p r o t o c o l s  using a combination of 
s i m u l a t i o n  and emulat ion t echn iques  and, i f  a v a i l a b l e  and 
p r a c t i c a l ,  actual  hardware. 

5.1 A r c h i t e c t u r e  c o n s i d e r a t i o n s .  
- 

I t  is n o t  t o o  r e s t r i c t i v e  t o  l i m i t  t h e  dynamic e v a l u a t i o n  of bus 
a r c h i t e c t u r e s  t o  l i n e a r  bus t o p o l o g i e s ,  because they  are  a lmost  
e x c l u s i v e l y  used i n  FCS a p p l i c a t i o n s .  The c a p a b i l i t i e s  m u s t  be 
provided ,  however, f o r  s i m u l a t i n g  and e v a l u a t i n g  l i n e a r  b u s  
t o p o l o g i e s  which: a )  e x c l u s i v e l y  suppor t  t h e  FCCs/DCPUs 
communications, and b )  suppor t  a v a r i e t y  of FCC communication 
requi rements ,  i n c l u d i n g  t h o s e  between t h e  FCCs and t h e  DCPUs. I n  
case of a shared bus ,  it is  e s sen t i a l  t o  s i m u l a t e  t h e  l o a d  on t h e  
bus due t o  t r a n s m i s s i o n s  o t h e r  t han  those  between FCCs and DCPUs.  

R e l a t i v e  t o  DCPUs c o n f i g u r a t i o n s ,  t h e  c a p a b i l i t i e s  m u s t  be 
provided  f o r  s imula t ing :  a )  simplex o r  redundant DCPU 
c o n f i g u r a t i o n s  each ded ica t ed  t o  a s i n g l e  a i r c r a f t  e f f e c t o r  ( l i k e  
t h e  c u r r e n t  IRAS c o n f i g u r a t i o n ) ,  and b) DCPU c o n f i g u r a t i o n s  which 
are mul t ip l exed  among many e f f e c t o r s .  The d i s t i n c t i o n  between 
d e d i c a t e d  and mul t ip l exed  c o n f i g u r a t i o n s  is t h a t ,  i n  mul t ip l exed  
c o n f i g u r a t i o n s ,  t h e  p o s i t i o n  commands from t h e  FCCs t o  a l l  
e f f e c t o r s  s e r v e d  by t h e  same DCPU can be combined i n  a s i n g l e  
message. 

A schemat ic  of a s i m u l a t i o n  environment, implemented w i t h i n  t h e  
IRAS, is  shown i n  F i g .  9.  The schemat ic  shows t h r e e  s e p a r a t e  
terminals ,  which a r e  d i r e c t l y  connected t o  t h e  bus .  They are: 

1) The DCPUs e n c l o s u r e ,  modif ied by t h e  a d d i t i o n  of a Data B u s  
I n t e r f a c e  Card ( D B I C ) ,  and t h e  removal of t h e  Emulated F l i g h t  
Con t ro l  Computer ( E F C C ) ,  which  is implemented a s  a S i n g l e  Board 
Computer ( S B C ) .  The o b j e c t i v e  of t h i s  component is t o  s i m u l a t e  
s e v e r a l  DCPU c o n f i g u r a t i o n s ,  d e d i c a t e d  o r  mul t ip l exed ,  s i n g l e  
s t r i n g  o r  redundant.  

2) Ap e n c l o s u r e  c o n t a i n i n g  t h e  EFCC c a r d  and a D B I C  card. T h i s  
component p rov ides  t h e  c a p a b i l i t i e s  of s i m u l a t i n g  FCCs 
a r c h i t e c t u r e s .  

3 )  An e n c l o s u r e  c o n t a i n i n g  e i the r  an SBC and a DBIC,  o r  a n  IBM-PC 
and a DBIC. Th i s  component, c a l l e d  Environment and B u s  C o n t r o l l e r  
( E B C ) ,  can  be conf igu red  t o  perform s e v e r a l  t a s k s ,  depending on 
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t h e  o b j e c t i v e s  of t h e  a n a l y s i s .  They a r e :  a )  t h e  g e n e r a t i o n  of 
messages t o  s i m u l a t e  t h e  b u s  l o a d i n g  due t o  messages not  r e l a t e d  
t o  DCPUs; b )  t h e  s i m u l a t i o n  of a b u s  monitor ;  c)  r e a l  time 
reco rd ing  of bus t r a f f i c  and bus performance e v a l u a t o r .  

The EBC can be implemented a s  a SBC i d e n t i c a l  t o  t h o s e  a l r e a d y  
inc luded  i n  t h e  IRAS.  The advantages  of t h i s  approach a r e :  a )  i t  
is t h e  lowes t  c o s t  approach; b )  t h e  68000 based SBC is  very  
powerful ,  and it comes equipped w i t h  500k on board memory; c )  a l l  
t e r m i n a l s  i n t e r f a c i n g  t h e  bus have i d e n t i c a l  hardware, which 
d e c r e a s e s  t h e  so f tware  development c o s t ,  and it p rov ides  
a d d i t i o n a l  c o n f i g u r a t i o n  f l e x i b i l i t y  ( f o r  example, a redundant 
FCC s t ruc ture  can be e a s i l y  implemented). 

The a l t e r n a t e  way t o  implement t h e  EBC is by us ing  a n  IBM-PC. The  
advantages  are: a )  t h e  c a p a b i l i t y  of s t o r i n g  v e r y  l a r g e  amount of 
bus t r a f f i c  d a t a ,  us ing  t h e  a v a i l a b l e  d i s k  s t o r a g e  space;  b )  t h e  
a v a i l a b i l i t y  of many s t a t i s t i c a l  a n a l y s i s  t o o l s ;  c)  ample 
a v a i l a b i l i t y  of u t i l i t i e s  and suppor t  f u n c t i o n s  l i k e  g raph ic s  
d i s p l a y s  and d a t a  f i l e  hand le r s .  The SBC and t h e  IBM-PC based 
c o n f i g u r a t i o n  are both a t t r a c t i v e  f o r  d i f f e r e n t  reasons.  The IBM-PC 
is t h e  p r e f e r r e d  cho ice ,  however, because many t o o l s  a re  
r e a d i l y  a v a i l a b l e  f o r  t h a t  machine, which a r e  necessa ry  t o  
c o l l e c t ,  f i l e ,  ana lyze  and d i s p l a y  t h e  extremely l a r g e  set  of 
d a t a  t h a t  a r e  r e q u i r e d  f o r  e v a l u a t i n g  bus dynamic performance. 

5.2 Bus protocols. 

The f o u r  promising b u s  archi tectures  which have been i d e n t i f i e d  
a s  having t h e  promise f o r  e f f e c t i v e l y  suppor t ing  FCS a p p l i c a t i o n  
i n  g e n e r a l ,  and FCCs/DCPUs communication i n  p a r t i c u l a r ,  are: MIL-STD- 
1553B, DATAC, E t h e r n e t ,  and HSIS. D i f f e r e n t  approaches  f o r  
ana lyz ing  t h e  dynamic c a p a b i l i t i e s  and performance of each of 
t h o s e  busses ,  a r e  described. 

5.2.1 MIL -STD-15 53 B 

The 1553B is an  o p e r a t i o n a l  b u s ,  commonly used i n  a v i o n i c s  
a p p l i c a t i o n s .  B u s  c o n t r o l l e r s ,  compat ible  w i t h  68000 
mic roprocesso r s  and IBM-PCs a re  a v a i l a b l e  i n  t h e  m a r k e t .  The most 
e f f e c t i v e  way t o  a n a l y z e  t h a t  p r o t o c o l  is t h e n  by us ing  a c t u a l  
hardware. The IRAS can be conf igu red  so t h a t  t h e  EFCC o p e r a t e s  a s  
bus c o n t r o l l e r ,  and t h e  A r b i t r a t o r  a s  remote t e rmina l .  Depending 
on t h e  o b j e c t i v e  of t h e  a n a l y s i s ,  t h e  EBC can be conf igu red  a s  
bus  moni tor ,  f o r  a n a l y z i n g  t h e  t i m e  of f a i l u r e  d e t e c t i o n ,  
i s o l a t i o n  and r e c o n f i g u r a t i o n ;  o r  as  t h e  environment p rocesso r ,  
f o r  s i m u l a t i n g  t h e  demand on t h e  bus by o the r  t e r m i n a l s .  

Sof tware  modules, execu t ing  i n  t h e  three t e r m i n a l s ,  c o n t r o l  
and monitor  t h e  experiment ,  i nc lud ing :  t h e  i n i t i a t i o n  of a l l  d a t a  
t r a n s f e r s  ( t e r m i n a l  t o  t e r m i n a l ,  t e rmina l  t o  c o n t r o l l e r ,  and 
c o n t r o l l e r  t o  t e r m i n a l ) ;  moni tor ing  and t i m i n g  a l l  d i s c r e p a n c i e s  
between d a t a  s e n t  and d a t a  r ece ived ;  and time t agg ing  a l l  
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p r o c e s s e s  t o  determine t i m e  l a t e n c y  and t r a n s m i s s i o n  t i m e  of each 
i n d i v i d u a l  message . 
5.2.2 Ethe rne t  

E t h e r n e t  is an  o p e r a t i o n a l  d a t a  bus. Hardware compat ib le  w i t h  t h e  
IRAS architecture ( 6 8 0 0 0  and IBM-PC) i s  a v a i l a b l e  i n  t h e  market 
which can e f f e c t i v e l y  be used f o r  ana lyz ing  dynamic performance, 
u s ing  methods much s i m i l a r  t o  t h o s e  used f o r  t h e  1553. The 
E t h e r n e t  t e r m i n a l s ,  c o n t r a r y  t o  t h e  1553, a r e  a l l  i d e n t i c a l  and 
act  autonomously from each o t h e r .  I n  t h i s  c a s e  two t e r m i n a l s  can 
be used f o r  t r a n s m i t t i n g  messages r e p r e s e n t a t i v e  of t h o s e  
r e q u i r e d  f o r  FCCs/DCPUs communication; t h e  t h i r d  t e r m i n a l  a c t s  a s  
t h e  environment t e r m i n a l  as w e l l  as t h e  bus monitor and t i m e  t a g s  
and r e c o r d s  a l l  t r ansmiss ions .  The o b j e c t i v e  a g a i n  is t o  ana lyze  
o v e r a l l  t r a n s m i s s i o n  d e l a y s  and t h e  e f f e c t s  of message c o l l i s i o n  
and t r a n s m i s s i o n  r e t r i a l  sequences.  

5.2.3 DATAC 

A d i f f e r e n t  approach m u s t  be taken  t o  e v a l u a t e  t h i s  bus because 
i t  is s t i l l  i n  a development s t a g e .  A t  t h e  c u r r e n t  t i m e ,  on ly  
custom exper imenta l  hardware implementat ions e x i s t  of t h a t  bus. 
The DATAC p r o t o c o l  can be s imula t ed ,  however, so  t h a t  a n  
e v a l u a t i o n  of t h e  b u s  performance can be made t h a t ,  a l though not  
a s  accurate a s  i n  t h e  p rev ious  two c a s e s ,  is s t i l l  s i g n i f i c a n t l y  
b e t t e r  than  i n  t h e  c a s e  of j u s t  performing a n  a n a l y t i c a l  
e v a l u a t i o n .  The DATAC p r o t o c o l  can be s imula t ed  us ing  t h e  1553 o r  
E t h e r n e t  t e r m i n a l s .  

The 1553 and DATAC have s i m i l a r  message bandwidth and word l e n g t h .  
They a l s o  u s e  much similar t e rmina l  t o  h o s t  p rocesso r  i n t e r f a c e  
procedures  f o r  c o n t r o l l i n g  t h e  p rocess  of r e c e i v i n g  and 
t r a n s m i t t i n g  messages; they  a r e  based on CPU i n t e r r u p t  and Direct 
Memory Access (DMA) . The 1553 broadcas t  t r a n s m i s s i o n  mode c l o s e l y  
resembles  t h e  DATAC t r a n s m i s s i o n  mode. A l l  DATAC terminals  have 
i d e n t i c a l  p r i o r i t y  f o r  b u s  access ;  t h i s  can be s i m u l a t e d  by 
evenly  and dynamical ly  a s s i g n i n g  bus c o n t r o l l i n g  s t a t u s  t o  a l l  
1553 t e r m i n a l s  ( t h e  t i m e  requ ired  by t h e  1553 for t h e  dynamic 
a l l o c a t i o n  m u s t  be b i a s e d  o u t  from t h e  r e s u l t  of t h e  s i m u l a t i o n ) .  
Both busses have a b u i l t - i n  l e v e l  of i n t e r n a l  redundancy, which  
can be used f o r  a n a l y z i n g  t h e  d i s t r i b u t i o n  of r e c o n f i g u r a t i o n  
times, fo l lowing  induced f a i l u r e s .  Important  d i f f e r e n c e s  a l s o  
e x i s t  between t h e  two p r o t o c o l s  wh ich  m u s t  be t aken  i n t o  account  
by p r o p e r l y  i n t e r p r e t i n g  t h e  results.  I n  some cases, t h e  
d i f f e r e n c e s  might l i m i t  t h e  scope  of t h e  a n a l y s i s  t o  some e x t e n t .  
Major d i f f e r e n c e s  e x i s t  i n  t h e  area of bus  a c c e s s  scheme (CSMA/CA 
f o r  DATAC, and Command/Response f o r  1553); and f a i l u r e  d e t e c t i o n  
and i s o l a t i o n  ( l o c a l  t o  each t e rmina l  f o r  DATAC, c e n t r a l l y  
c o n t r o l l e d  by t h e  B u s  c o n t r o l l e r  and monitor  f o r  t h e  1553). Other 
minor d i f f e r e n c e s  e x i s t  r e l a t i v e  t o  message format  and l e n g t h  
which can e a s i l y  be compensated f o r .  

DATAC and E t h e r n e t  a l s o  have s i g n i f i c a n t  s i m i l a r i t i e s  and 
d i f f e r e n c e s .  Both u s e  a b roadcas t  t r a n s m i s s i o n  mode ( E t h e r n e t  
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a lso  s u p p o r t s  t e rmina l  t o  t e rmina l  t r a n s m i s s i o n s )  f t hey  u s e  t h e  
same scheme of c a r r i e r  s e n s i n g  and t h e  same t e rmina l  t o  h o s t  
i n t e r f a c e  procedures .  Some major d i f f e r e n c e  are:  E the rne t  does 
n o t  have i n t e r n a l  redundancy; E the rne t  bus access i n c l u d e  
c o l l i s i o n  d e t e c t i o n  t echn iques  (DATAC on ly  u t i l i z e s  c o l l i s i o n  
avoidance t echn iques )  . Other d i f f e r e n c e s  i n  t r ansmiss ion  and word 
formats  between t h e  two busses  can e a s i l y  be compensated by 
t ak ing  advantage of t h e  v e r y  high t r ansmiss ion  speed of E the rne t  
compared t o  DATAC. 

For b e s t  r e su l t s  both methods of s i m u l a t i o n  can be used. I n  f a c t  
t h e  dynamic r e c o n f i g u r a t i o n  c a p a b i l i t i e s  of DATAC can be b e t t e r  
estimated by us ing  t h e  1553 based s imula t ion ,  wh i l e  DATAC 
t r ansmiss ion  d e l a y s  can be bet ter  e s t i m a t e d  us ing  E t h e r n e t  based 
s i m u l  a t  i o n  . 
5.2.4 HSIS 

HSIS is a r e c e n t l y  developed bus f o r  which hardware is n o t  as  y e t  
a v a i l a b l e .  L i k e  i n  t h e  case of DATAC a s i m u l a t i o n  environment can  
be implemented i n  t h e  IRAS,  which u s e s  components w i th  similar 
c h a r a c t e r i s t i c s .  HSIS is a high speed bus which uses token  
pass ing ,  a powerful,  f l e x i b l e  way of c o n t r o l l i n g  bus access, 
which i s  q u i t e  d i f f e r e n t  from t h e  access scheme of t h e  1553 and 
Etherne t .  The re fo re  1553 o r  E the rne t  hardware can n o t  be used f o r  
t h i s  purpose.  I n  f a c t  a r e a l i s t i c  s i m u l a t i o n  environment f o r  t h e  
HSIS r e q u i r e s  a hardware implemented token pass ing  p ro toco l .  A 
promising s i m u l a t i o n  environment of HSIS can be developed us ing  
ARCnet, a LAN p r o t o c o l ,  which i s  implemented i n  hardware 
compatible  wi th  t h e  IRAS hardware (IBM-PC and Mult ibus)  . 
S i g n i f i c a n t  s i m i l a r i t i e s  e x i s t  between HSIS and ARCnet, i nc lud ing  
t h e  message acknowledgement schemes. The implementation approach 
of ARCnet i n  t h e  I R A S  would be i d e n t i c a l  t o  t h a t  of Etherne t .  

5.3 Software s u p p o r t i n g  capabili t ies.  

The analysis of the dynamic performance of bus architectures 
require t h e  development of s e v e r a l  s o f t w a r e  implemented 
c a p a b i l i t i e s  i n  t h e  area of u s e r  i n t e r f a c e ,  b u s  access hand l ing ,  
and g e n e r a l  s u p p o r t i n g  c a p a b i l i t i e s  o r  u t i l i t i e s ,  which a re  
b r i e f l y  d iscussed .  

5.3.1 User i n t e r f a c e .  

The user i n t e r f a c e  p r o v i d e s  t h e  experimenter  w i th  t h e  
c a p a b i l i t i e s  of d e f i n i n g  t h e  exper imenta l  environment r e l a t i v e  t o  
t h e  hardware c o n f i g u r a t i o n  ( d e f i n i t i o n  of t h e  p r o t o c o l ,  and r o l e  
ass ignment  t o  each t e r m i n a l ) ;  t h e  communication among terminals  
(message type  and f requency ,  and t i m e  t a g g i n g ) ;  and t h e  d u r a t i o n  
of t h e  experiment  ( d a t a  t r a n s m i s s i o n  t i m e ,  d a t a  b u f f e r  s i z e ) .  
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5.3.2 B u s  handl ing.  

T h e s e  so f tware  modules provide  t h e  low l e v e l  i n t e r f a c e s  t o  t h e  
hardware ( i n t e r r u p t  hand le r s ,  1/0 and i n t e r f a c e s )  , implement t h e  
user d i r e c t i v e s  ( t r a n s m i s s i o n  s c h e d u l e r s ,  t iming t agg ing  and 
moni tor ing)  and p rov ide  some f a i l u r e  i n s e r t i o n  mechanisms. 

5.3.3 U t i l i t i e s .  

They a re  gene ra l  f u n c t i o n s  f o r  d a t a  c o l l e c t i o n ,  a n a l y s i s  and 
d i s p l a y s .  
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6 . 0 CONCLUSIONS 

A p re l imina ry  a n a l y s i s  h a s  been made of t h e  c h a r a c t e r i s t i c s  of 
bus a r c h i t e c t u r e s  and p r o t o c o l s  which can be e f f e c t i v e l y  a p p l i e d  
t o  FCS a p p l i c a t i o n s .  Of p a r t i c u l a r  i n t e r e s t s  were t h e  
communication requi rements  between t h e  FCCs and t h e  
microprocessor  based, d e d i c a t e d  c o n t r o l l e r s  f o r  redundant ,  
r econf igu rab le  a c t u a t i o n  c o n t r o l  systems. Four d i f f e r e n t  busses  
were found promising f o r  t h e  in tended  a p p l i c a t i o n :  MIL-STD-l553B, 
DATAC, Ethe rne t ,  and HSIS. 

An a n a l y s i s  was a l s o  made of t h e  f e a s i b i l i t y  of us ing  t h e  
NASA/Ames IRAS l a b o r a t o r y  f o r  ana lyz ing  t h e  dynamic performance 
of t hose  busses  i n  a n  exper imenta l  environment r e p r e s e n t a t i v e  of 
t h e  ac tua l  o p e r a t i o n a l  environment. The  a n a l y s i s  shows t h a t  t h e  
IRAS can be used e f f e c t i v e l y  f o r  t h i s  purpose,  and t h a t  t h i s  
approach would require on ly  minor m o d i f i c a t i o n s  t o  t h e  e x i s t i n g  
systems, and it would p rov ide  ve ry  high q u a l i t y  da ta  i n  most 
cases. 

7 . 0 REFERENCES 

R e f . 1  " IRAS requi rements  and p re l imina ry  system des ign"  
May 1985. Cont rac t  NAS2-12081 

24 



W G I N A L  PAGE IS 

c n  

- 3  L E  Jiu 

2 I 

C e 
d 

C 
3 

T U 

C 
3 

I: 
n 

.. 
r 
U I 

a l.. 

Q 
Q 

L 
c) 
u 
r 
W 
r( 
b 4  

W 
c) 
U 
C 

U < 
L 
0 
ui 

e 

: 

P) 
U 
m 
x 
v) 

U 

W 
-4 
r( 
t. 

U 
P) 
u 
a 
LI 
M 
P) 
u 
C 
Y 

4 

u 
H 
L.r 



ox&,/ (-J 
(--) 

( - J j  -"\ ..J 

VI(; .  2 STAR TOPOLOGY 

$ 1  = BUS CONTROLLER/ REMOTE T E R h l I ~ A l . /  TRANSMITTER/ nECElVER 

FIG. 3 RING TOPOLOGY 

OREINAE PAGE IS 
OF POOR QUALITY 

P I G .  4 FULLY CONNECTED MI'OLOCY 



5 A .  SINGLE LEVEL 



INE ATlAL 
NAVIGATION 
U N I T  I INU)  

BUS CONTnOL 
D lSCn E T E 

FIRE CONTROL FIRE CONTnOL 
ttAVIGATION COMPUTER 
PANEL IFCtlP) IFCC) 

CONTnOL AND DISPLAY (CADI BUS 

NAVIGATION AND WEAPON DELIVERY INAWD) BUS 

HEAD.UP 
DISPLAY U N I T  
(HUD) 

613. MUL'I'lI'1,E I,EVI:LS - R-52 A V I O N L C S  

F I.G. 6 I, LNEAR TOI'OLOGI ICs OF A V I O N  LCS SYS'I'IIElS 

a a 
- T  v -  7 -  7 

2 8 

- A -  - a  - - - T - * -  



rl 

In 

PARITY 
CONTROL/FLAG 
(TRANSMISSION MONITOR 

I & CONTROL) I 
RESERVED 

CONTROL & FLAG 
(MESSAGE ERROR) 

RT ADDRESS 
2 
2 
0 
c4 

. 
. L 

. . 

‘- (m] SYNC \ 
. . 

\ 

ri 

(0 
ri 

ET) 

PARITY 

DATA 

SYNC 

0 u 

I 

k 
VI 

I 
I4 

n 

t! 
0% 

c3 
H 
L 4  

PARITY 

DATA WORD COUNT 
/ c 

/ 
c 

SUBADD/MODE 

T/R 

HT ADDRESS 

SYNC 



. 



-1 
I I- --- 

I I 

I---- I 

ORIGINAL PAGE IS 
OE POOR QUALITY 

2 
H 
w 
X 
H 

% 
H 

w 
F1 
3 
A u 
2. 
H 

P 
IJ 
I+ 
% 

n 

2 
3 
V 

.. 

E 
ic 
1 

0 

2 0 
m 
Irl 
A 
U 
z 
H 
VI 

w 
Fa 
VI 

d 
0 

u 
PI 

I 
5: cl 
H .. 
U 

31 



1 5 5 3 B  DhTAC 

1 WOKL, * 16 BITS 7 'zx 54x - -  
(16 B I T S )  

1 WORD * 32 B I T S  64% 38% 
(32 B I T S )  

2 WORDS * 32 BITS 342 2 3X 
(64  B I T S )  

ETEEfWET HSIS 

972 84% 

942 7 2Z 

89% 57% 

OEIW DATAC ILEL rnLM'CT 

xn 

C S . ~ I C I I  

rROBABILISlIC DETER.(IXISTIC 

KO 

YES 

KO 

Y t S  

No 

TES 

KO 

Y LS 

YES . 

YES 

Y El 

YES 

O/IL 

2317f0 

SO 

SO 

30 

48/46  

0116 

OIL096 

YES 

TLS 

Y t S  

16/16 

EXCODLO ?RlORlTY 

3 BUS CONTROL BITS 
E 
2 ERRUR T U G S  * a  
.a 
II) 

SOURCL/DLSTlKAllOS ADORLSJ ( O f  BllS ) 

ERROR STATUS REPORT 

Y LS 

no 

Y t s  

XO 
~ 

ADD NEW TERYINAtS us CO*TROLLER U??(UWICATISG 
TLICI! I KALS 

vlro 

cnIMm'1 CAT IEC 
TERYI KALS 

U l F O  HEDlA 

I18 U b  

IO 

i za 

loo I 1 

MIAI .  DUAL QUAD 

I GLOBAL TIHE RLFERLVCC 1 LS KO M) 

TABLE 1 - BUS COMPARISON CHART 



1. Report NO. 

NASA CR 177458 
2 Gwunmmt Accarion No. 3. Recipient's Catalog No. 

I 

15. Supplementary Notes 
Point of Contact: Technical Monitor, K. C. Shih, MS 210-5 

NASA Ames Research Center (415) 694-6687 
Moffett Field, CA 94035 FTS -464-6687 

16. Abstract 

Means for evaluating data bus architectures and protocols for highly 
integrated flight control system applications-are needed. 
describes the criteria and plans to do this by using the NASA/Ames 
Intelligent Redundant Actuation System (IRAS) experimental set-up. 
Candidate bus.architectures differ from one another in terms of: Topology, 
access control, message transfer schemes, message characteristics, 
initialization, data flow control, transmission rates, fault tolerance, and 
time syhchronization. 
these features. A preliminary, analytical evaluation of four candidate . 

data busses (MIL-STD-l553B, DATAC, Ethernet, and HSIS) is described. A bus 
must be exercised in a real-time environment to evaluate the dynamic 
characteristics. 
using a combination of hardware and simulation techniques is presented. 

This report 

The evaluation criteria are developed relative to 

A plan for real-time evaluation of these four busses by 

4. Title a d  Subtitle An Evaluation Plan of Bus Architectures 
and Protocols using the NASA Ames Intelligent 
Redundant Actuation System 

7. Author(r) 

P. De Feo and M. Chen 
9. Performing Organization Name a d  Address 

7. Key Words (Suggested by Author(s)I 

Data bus, flight control system, 
redundant actuation system, fault 
tolerant systems 

5. Report &to 

August 1987 
6. Performing Organization Coda - 

8. Performing Orenization Report No. 

10. Work Unit No. 

9. Security aauif. (of this report) 20. Sccurity Clruif. ( 

SPARTA Inc. 

Laguna Hills, CA 92653 
12. Sponsoring Agency Name and Address 

National Aeronautics and Space Administration 
Washington, D.C. 20546 

23041'de la Carlota, Suite 400 

18. Distribution Statement 

11. Contract or Grant No. 
NAS2-12081 

13. Type of Repon and Period Covered 

Contractor Report 
14. Sponsoring Agency coda 
307-04-02 

Unclassified - Unlimited 
STAR Category 05 

this pawl I 21. No. of Plc)cr I 22. Rice' 

I I 32 
Unclassified Unclassified I 

*For sale by fhe National Technical Information Slnicr, Spriqfidd. Virginia 22161 

.. . 


